To:

The Senate

From:

Kris Stewart, Instructional and Information Technology Committee

Date:

March 10, 2009

Re:

CSU IT Audit and Computer Security Documents

Information Item:

In Summer 2008, the SDSU campus was visited by CSU contractors to conduct an audit of our campus computers and network.  Our campus IT Security Office and each Division’s IT Security staff were involved and facilitated many of the discussions and requests for clarification.  Note: these division are each of the Colleges and other campus organizations such as the Library, ITS and others.  The audit was requested from the CSU Chancellors Office, based on concerns expressed by the CSU Board of Trustees.

The IT Security Office has now been holding individual meetings with the IT infrastructure on campus, which is:

College/Division        
Assoc Dean for IT      Academic IT Lead

Arts & Letters          
Linda Holler           Gregory Martin

Business                
Deb Tomic              Wayne Ridge

Education               
Margi Kitano           Stephen Casmar

Engineering             
Randall German         Darrell Irwin

Enrollment Services     
John Ross              Stephen Treger

Extended Studies        
Bill Fornadel          Meng Phuong

HHS                     
Stephen Williams       Rofiee Harun

ITS                     
Jim Julius             Jim Edwards

IVC                     
Roger Dunn             Adrian Gonzalez

Library                 
Mark Figueroa          Mark Figueroa

PSFA                    
Kathy LaMaster         Eric Logan

Sciences                
Patrick Papin          Jim Varnell

Division Undergraduate Studies
To be specified

To be specified

Division Graduate Studies
To be specified

To be specified

Since computer network security is a dynamic realm that supports the university’s research and education mission, it will always need to be updated and policies changed as situations change, such as new operating systems for computers or new software packages used in research or in the classroom.

Since the CSU Chancellors Office contacted Senate Chair Benkov for an update, the Senate IIT committee has been pursuing the following steps.

1) The Senate IIT committee members are polling their own IT Associate Dean and IT Academic Lead to ensure that the recently released CSU Computer Security Documents will be supportable by them.


These documents are online from security.sdsu.edu
http://security.sdsu.edu/policy/Responsible-Use-Policy_v1-Draft.pdf
http://security.sdsu.edu/policy/Systemwide-Info-Security-Policy_v1-Draft.pdf
http://security.sdsu.edu/policy/Systemwide-Info-Security-Standards_v1-Draft.pdf
http://security.sdsu.edu/policy/Glossary_v1-Draft.pdf
2) The IT Security Office has been meeting individually with each Division to discuss the results of the Summer 08 IT audit and how the policy and practice within their discipline can ensure that the computers and networks remain safe in their network usage.

3) The IT Security Office is currently resolving how the CSU Security Documents, which were based extensively on our own SDSU Security Documents, differ from ours and what the implications will be for the campus.  A brief summary is provided next from our campus IT Security Office:
The CSU is proposing the implementation of IT Security Policies and Standards that will replace existing campus policies across the CSU System.  We have had substantial input on the new CSU documents and they have accepted the majority of our comments.  The resulting eries of policies and standards that are very close to our existing campus procedures.  Due to this similarity we do not anticipate significant changes to our existing campus IT Security business processes.

Some of the highlights:

1. The establishment of a required IT Security Awareness course.  This 

is an on-line training course that will be required of all SDSU employees on an biennial basis.

2. Our Acceptable Use Policy (AUP) will be replaced by the CSU Responsible Use Policy (RUP).  The Chancellor¹s Office is also coordinating input from the CSU's bargaining units for this, and other policies.

3. Require campus Presidents to send the Chancellor¹s Office an annual

report detailing security risks, and mitigations.

CSU IT Security Audit

We recently completed our first CSU Chancellor's Office IT Security Audit, a process that is being implemented across the CSU.  One key component of the audit was the requirement to ensure that the SDSU IT Security Plan is consistently followed across the campus.  Our IT Security Office will be holding meetings with departments across the campus to communicate the plan and answer questions.  Future audits will undoubtedly focus on compliance of the plan within individual departments.  It is essential that departments review the plan and follow the guidelines within the document.

4) Members of the IIT committee met with the Senate Freedom of Expression Committee chair to receive feedback on the CSU’s Responsible Use Policy (RUP).  This was relayed to the CSU by their deadline.

The IIT committee continues to share specific issues from our own disciplines that seem unique, but do find a commonality with other disciplines.  For example, in Computer Science our desktop systems are set up with at least two logins.  Once has “Administrator privileges” and is used to install software for research or instruction.  The other account has “User privileges”, is the account typically used by the faculty member for email, web browsing and other application packages.
