To: Cheryl Washington, Interim Senior Director,  

       System-wide Information Security Management

From: Michael Kaufman, Chair, SJSU IT Security Review Task Force, 

on behalf of the Task Force

Re: Review of the proposed Information Security policy documents

In November 2008, CSU campus Senates were asked to comment on proposed CSU-wide information security documents (IT Security policy, IT Security standards, and Responsible Use policy). The SJSU Academic Senate convened a task force with representation from the faculty, staff, academic technology, university computing and telecommunications, and the ISO, as well as college-level IT professionals. 

It is the consensus of the Task Force that while there is a strong need for policies and guidelines regarding information security, misdirected or unrealistically restrictive policies will cause more damage than good. While the documents serve as a useful starting point for discussion, they are unusable in their current form. In numerous cases, the documents are too restrictive, fail to make sufficient distinction between academic and administrative roles, or are vague or ill defined. The task force feels that these very significant high-level concerns about the documents must be dealt with before these can move forward. 

· The highest-level concern applies to all of the documents: there is insufficient distinction made between the administrative and academic functions of IT. The Security Policy document is written in a reasonably broad way to allow for such distinctions to be made by the campuses. However, the Security Standards document reverses this position and overreaches, requiring that the same standards apply to devices ranging from PDAs and phones to enterprise servers, whether used for administrative functions or faculty scholarly activities. Does a faculty member really need to get authorization to add an account to a desktop system so that a graduate student may collaborate on a research project? In the Standards, no distinction is made. Similarly, does a student installing a software package on a lab computer for a class assignment need to navigate the “change control” procedure? The task force members feel very strongly that separate documents should address standards for distinct academic (i.e. classroom and faculty scholarly activities) and administrative (i.e. student records, transactions, HR) responsibilities. 

· The Security Policy acknowledges the use of risk management as a tool, and the Standards do mention the risk management approach. However, the data classification, training, and change management requirements as described are onerous, especially in light of the lack of academic vs. administrative distinction. In what sense is cost taken into account when we are required to provide training to some 30,000 students and 5,000 faculty and staff on an annual basis? Who will review every log on every system? If taken seriously, the Standards would be overly intrusive, unmanageable, expensive and not in the least cost-effective.  

· The Responsible Use document makes several nods to academic freedom, yet in several places is so broadly written as to make this protection meaningless. For instance, faculty can apparently only exercise certain academic freedoms “in the classroom” and “as citizens” and not in other roles as faculty members, i.e. on committees, policy bodies or in email to colleagues. In multiple places, it is left up to an unnamed “appropriate campus official” to decide if use of an IT resource is “appropriate.” Another section leaves it to the discretion of a “reasonable person” to decide whether “the University” shall have the right to access a faculty (or staff/student) IT resource and all of its files, or to deny access to that person. As written, provisions of the policy would require a faculty member to get permission (again, from a poorly defined authority) to allow a collaborator to access project data on a campus computer. And the policy ends by reserving the right of the CSU and campuses to monitor anything. In one shape or form, all of these fly in the face of the concept of academic freedom. 

· There were multiple cases where specifics of the documents clearly belonged elsewhere. Why is the need for background checks called out in the Security Policy when this is clearly an HR function? Why are the provisions of disabled access part of Responsible Use? Non-disclosure contract provisions with 3rd party vendors belong in a system-wide procurement policy, not in IT security standards.

· The documents repeatedly refer to the University’s core mission without ever defining what that core mission is. The Responsible Use policy refers to the “mission,” the “core mission” and the “education, research and public service missions” without indicating if these are interchangeable. We feel that this should not be used in such a cavalier fashion. It should be defined, and it should be made clear whether the core mission or IT policy comes first when a campus or the CSU makes a decision. 

· The proposed policies may have broad impact on the academic mission of the campuses. In several places, authority for annual review of these policies is given to the Office of the Chancellor, with promises to update the policies “as necessary.” Given the core mission of the University and the important role that shared governance plays in the system, we would like to see a statement to the effect that “These Policies shall be reviewed within 2 years by the Statewide Academic Senate; in the absence of affirmation from this body, the policies shall be rescinded.” 

In closing, we call your attention a 5/8/08 memo sent by ATAC co-Chairs Barry Pasternak and Mike Mahoney to Gary Reichard and Janice Lim. This memo came to our attention at the end of our review, and we are concerned that many of the same issues raised in the memo remain in the current documents.  

